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ASSESSMENT OF INFORMATION 
AND COMMUNICATION 
COMPETENCE OF FUTURE 
TEACHERS BASED ON LABORATORY 
WORK IN NATURAL SCIENCES

ABSTRACT
In the context of globalization and rapid advancement in information and communication 
technologies (ICT), ICT competence is crucial in professional training, including education. This study 
focuses on integrating ICT into the educational processes of future science teachers to enhance 
their ICT competence. The objective is to evaluate ICT’s efficacy in laboratory work within natural 
sciences for developing ICT competence among prospective teachers.
The research methodology involved an experimental study at Zhetysu University with students in 
pedagogical physics, biology, and chemistry programs. Participants were divided into two groups: 
one followed a traditional pedagogical approach, and the other incorporated ICT into their lab 
work. Initial and final surveys measured the students’ ICT competence levels.
The study’s findings showed a significant improvement in ICT competence among students who 
used ICT in their studies, demonstrating the effectiveness of integrating modern technologies into 
education. The paper recommends that educational institutions incorporate ICT into their curricula 
and suggests directions for further research in this field.
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Highlights

•	 Students of pedagogy in natural sciences who used ICT in laboratory work reported significantly higher improvement in 
ICT competence.

•	 The improvement was indicated in operational, information and communication competencies, critical thinking and 
problem-solving, project management, ICT security and ethics.

•	 Using ICT tools in the educational process positively affects the formation of students’ ICT competence.

INTRODUCTION
Modern technology has become integral to learning and 
teaching in the rapidly evolving educational landscape. Modern 
technology has heralded a revolution in learning and teaching, 
fundamentally altering the education landscape. This work sets 
the stage for exploring modern technology’s profound impact 
and versatile utility in reshaping education and embarks on 
a  journey to explore modern technology’s profound use and 
utility in shaping contemporary educational paradigms (Kumar 
et al., 2024). The use of ICT in the study of natural sciences 
will allow to show the fundamental unity of the laws of nature, 
to greatly increase students’ interest in studying these natural 

disciplines, will intensify the learning process, ensuring a high 
level of results in the  form of key competencies (Hladun, 
2020). This becomes important in the  context of natural 
sciences, where the  complexity of the material and the need 
for its visualization and practical application require teachers 
not only to have in-depth knowledge of the subject, but also 
the ability to effectively use information and communication 
technologies to achieve educational goals.
This paper seeks to enhance the existing body of research by 
evaluating the  effectiveness of integrating ICT in laboratory 
work within the  context of natural sciences education. By 
investigating the influence of this integration on the information 
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and communication competencies of future teachers, this 
study aims to address a gap in the current scholarly discourse 
regarding the  practical application of ICT in educational 
environments. We begin by detailing the  methodology 
underpinning our research, including the experimental design, 
participant selection, and data analysis techniques. Following 
this, we present the study’s results, offering a comprehensive 
look at the  observed enhancements in ICT competencies 
among the  participants. The  discussion then situates these 
findings within the broader scholarly discourse, underscoring 
their significance for the  future of teacher education and 
the  integration of ICT in educational curricula. The  article 
concludes by summarising the key contributions of this research, 
acknowledging its limitations, and proposing directions for 
future investigations in the field of ICT in education.

ICT Competencies in the  Education of Future 
Teachers
In 2018, the  OECD had already advised that education has 
a vital role to play in developing the knowledge, skills, attitudes 
and values that enable people to contribute to and benefit from 
an inclusive and sustainable future. Learning to form clear and 
purposeful goals, work with others with different perspectives, 
find untapped opportunities and identify multiple solutions to 
big problems will be essential in the coming years. Education 
needs to aim to do more than prepare young people for the world 
of work; it needs to equip students with the skills they need to 
become active, responsible and engaged citizens (OECD, 2018).
For academic institutions to be successful, their model of 
educational and organizational democratic accountability must 
be restructured to act rapidly and precisely, create fresh concepts 
effectively, and enable adaptable and respectful facilities. This 
attitude transformation toward an  ‘entrepreneurial mindset’ 
must begin (Stolze, A., Sailer, K., & Gillig, H., 2018). In these 
conditions, a Higher Education is faced with the task of preparing 
specialists for professional activity, considering the active use of 
digital technology.
It should be noted that economically developed and competitive 
countries invest the  most—both materially and financially—
in the  development of education. Today, universities are 
experiencing the  profound effects of digital transformation, 
which has not only introduced new challenges but also 
intensified existing ones. They are increasingly forced to 
compete for students with emerging players in the  digital 
education market. As noted by the  Minister of Science and 
Higher Education of the  Republic of Kazakhstan, Sayasat 
Nurbek, in an  interview with the Astana Times (Ualikhanova, 
2023), ‘Digital technologies have become an  integral part of 
the  modern world and have great potential for the  successful 
implementation of higher education,’ which requires ‘a transition 
from traditional educational models to active teaching methods’ 
for the  successful digital transformation of higher education. 
According to the Resolution of the Government of the Republic 
of Kazakhstan (2018), the improvement of digital competencies 
of citizens will be continued through the  system of training, 
retraining and obtaining micro qualifications in the field of ICT. 
Digital competencies will become a mandatory element of all 
professional standards. Developing the ICT competence of future 

teachers is therefore essential—not only for effective teaching 
but also for preparing students to thrive in a knowledge-based, 
technology-driven society. According to Ghavifekr and Rosdy 
(2015), ICT competence today goes far beyond the basic use of 
computer programs. It refers to a  teacher’s ability to integrate 
technological tools into the  educational process in ways that 
foster students’ critical thinking, creativity, and problem-solving 
skills.
According by the  Sayasat Nurbek, in an  interview with 
the Astana Times (Ualikhanova, 2023), in Kazakhstan, where 
the  educational system is transitioning toward digitalisation, 
teachers are increasingly required to adopt new pedagogical 
approaches rooted in ICT. Consequently, more attention is now 
being paid to developing ICT competence in future educators. 
This competence is understood as a set of knowledge, skills, and 
personal qualities that enable the  effective use of information 
and communication technologies to perform diverse tasks, 
pursue training and self-education, and interact successfully 
in both social and professional contexts. This competence is 
particularly vital in teacher preparation, as future educators 
must not only consume digital content but also become active 
participants in the  information society—capable of creating, 
processing, and sharing knowledge using modern ICT. Sergeeva 
et al. (2024) reported that pre-service teachers’ ICT competency 
beliefs can help identify factors influencing their attitudes and 
intentions to use technology in their future classrooms. By 
understanding these factors, teacher education programs can 
provide appropriate support and training to increase prospective 
teachers’ confidence and motivation to use ICT in their teaching 
practice. In addition, measuring pre-service teachers’ ICT 
competency beliefs can provide insight into the effectiveness of 
current ICT courses and training programs in preparing them for 
their future roles as educators.
A study was previously conducted at Zhetysu University, with 
the participation of 20 teachers and 100 students at the Higher 
School of Natural Sciences, it was revealed that teachers 
master basic computer skills and can effectively use ICT in 
the  educational process, including working with multimedia 
equipment and using ICT to teach specialised disciplines 
and communicate with students. These findings highlight 
the  need for further development of ICT competence among 
the  teaching staff to improve the  quality of the  educational 
process. The  students, in turn, positively assessed the  use of 
ICT by teachers, stressing that it contributes to improving 
the  effectiveness of learning. However, they also pointed out 
the  importance of finding the optimal balance between virtual 
and personal communication. The results of this prior research 
were presented at an international conference and published in 
a scientific article (Kabdualiyev et al., 2023).
In the  ever-evolving digital era, the  role of information and 
communication technology in interactive learning has ushered 
in a  new chapter in education. This transformation has not 
only impacted how we learn and teach but has also changed 
our perspective on education itself. From digital learning 
platforms that provide unlimited access to knowledge, to the use 
of multimedia that enhances student understanding, ICT has 
brought about a revolution in education that is more inclusive 
and dynamic (Anastasopoulou et al., 2024). This shift enables 
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teachers to create more engaging lessons that can cater to diverse 
learning styles, making complex concepts easier to understand. 
Moreover, ICT has introduced a  wide array of educational 
software and applications designed to reinforce learning through 
interactive exercises and immediate feedback (Anastasopoulou 
et al., 2024).
Alférez-Pastor et al. (2023) claim that future teachers must be 
trained as digitally competent individuals to eliminate the barrier 
to digital tools in education. Teachers are a  key element in 
technological transformation since their attitude towards 
educational technologies is a determining factor in responding 
to educational innovation and technological advances in 
today’s society. Tomczyk et al. (2023) stated that measuring 
digital competence among future teachers is being carried out 
worldwide in various ways. Despite the  different typologies, 
there is currently no standardised way of measuring ICT skills 
in the  teaching and learning dimensions. Silva-Quiroz and 
Morales-Morgado (2022) confirmed that digital competence 
should be integrated into the curriculum of university programs, 
especially pedagogy so that students use technology for their 
academic and personal development. Huamán-Romaní et al. 
(2022) stated that universities at the national level are training 
professionals with professional training competence where basic 
knowledge of the subject predominates, both in the theoretical 
and practical part, as well as training in ICT.
In a  similar study, Bogachkov, Ukhan and Yutsevych 
(2019) explain the  concept of competency level as an  index 
characterizing the  probability of successfully performing 
a task (at a given level) from a defined set of tasks in a specific 
context by a particular performer. They define information and 
communication competencies as a set of knowledge, skills, and 
abilities developed through learning and self-learning in computer 
science and information technology. These competencies include 
the ability to perform professional activities using information 
technology. Specifically, they describe this as the ability to work 
with information (collection, search, transfer, and analysis); to 
model and design one’s own professional activities; to model 
and design the work of a  team; to navigate the organizational 
environment using modern ICT; and to use modern ICT tools in 
professional activities to enhance labour productivity.
These definitions emphasise, in our opinion, a  crucial aspect 
of updating the  ICT competence of students for their future 
professional activities. In the context of the Kazakh educational 
system, information and communication technologies have 
become essential tools for improving the quality of education and 
developing competence among students and teachers. Kopeyev 
et al. (2020) raised questions about students who lack motivation 
since they already know the  subject being studied. These are 
students with a good level of knowledge. In contrast, others have 
less motivation due to a  lack of understanding of the material 
being studied, a  lack of basic knowledge, and an  insufficient 
level of learning outcomes in the field of computer science.
Many teachers and methodologists are engaged in methodological 
issues of integrating ICT tools into educational practice (Alemu, 
2015; Lawrence & Tar, 2018; Sutherland et al., 2004). These 
authors emphasise the importance of using interactive teaching 
methods in a virtual environment, pay attention to the didactic 
value of working with computer models, and emphasise 

the need to increase their functionality, activating the activities 
of students.
Effective use of computers and technology in teaching is possible 
with teachers who are knowledgeable and well-trained in using 
technology. In today’s world, where education affects technology 
and technology affects education, a teaching approach that is not 
reflected in the educational environment and lacks technology 
negatively affects success. For this reason, using computers and 
technology has become compulsory in today’s education. In 
the light of the findings, various suggestions need to be made. In 
this direction, first of all, teacher trainers should educate, inform 
and raise awareness of pre-service teachers about digital literacy 
and technology usage skills, which are considered to be among 
the requirements of the 21st century and whose importance is 
expressed in many national and international studies in terms of 
the educational process (Nurzhanova et al., 2023).
Preparation of students as subjects of professional and 
pedagogical activity remains one of the  current problems, 
as modern Kazakhstan educational system is in a  stage of 
dynamic renewal caused by, on the  one hand, the  process of 
reforming society as a whole, and on the other hand, the logic 
of the educational system development. Thus, it is important to 
develop new approaches, new forms of learning (Zhaukumova 
et al., 2021). The  practice-oriented content of the  educational 
material allows bringing teaching closer to specific situations 
of professional activity, the  chosen specialty, to form the  life 
experience of students, thus increasing the level of knowledge 
and skills, cognitive interest, and, as a result, to form the level of 
professional competence of students (Manashova et al., 2021). 
Such training enables students to master modern educational 
technologies and to apply them in professional activities. In 
addition, it fosters adaptability to the rapidly changing demands 
of the information society.
Matviyevskaya et al. (2019) observe that dynamic changes in 
the modern world dictate the need to find new approaches to 
the theory and practice of forming ICT competence in all areas of 
human activity, especially in forming ICT competence of future 
teachers. Informatization of education is declared as one of 
the priority directions of the state policy in the field of education. 
ICT plays a unique role in improving the quality of education. 
It simplifies the  integration of the  national education system 
into the  world and facilitates access to international sources 
of information in education, science and culture. The need to 
form ICT for future teachers relates to the changing structure of 
educational information interaction between teachers and pupils.
Klara and Alamash (2023) suggest that digital technologies 
make it possible to develop existing methods for monitoring and 
assessing the level of knowledge of future teachers and create 
new, more advanced, modern methods. At the  same time, by 
analysing a lot of information about students and their activity in 
the digital environment, the university teacher can provide him 
with sufficient assistance, opening opportunities for independent 
work for future teachers in the digital environment.
Based on the research of Kormakova et al. (2021) and Wong and 
Daud (2018), we propose the following key ICT competencies 
depicted in Figure  1. These skills include operational, 
information, communication, critical thinking, problem-solving, 
project management, and ICT security and ethics.
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It is of extremely high priority for prospective teachers to establish 
a  rich set of information and communication technologies to 
advance their professional competence. Every single one of these 
skills is a part of establishing extensive ICT competence, which is 
the core part of the professional development of a modern teacher. 
Teachers who possess these skills become more effective and are 

allowed to implement technology to transform the  educational 
process and the growth of student motivation to study. Table 1 
offers a detailed illustration of every single one of these skills, 
showing their significance for the competent application of ICT 
in modern lessons and the efficient implementation of technology 
into the professional life of teachers.

Figure 1: Development of ICT competence through laboratory work (Source: Accepted from Kormakova et al.,2021; Wong & Daud, 2018)

ICT Competence Use in laboratory work Description

Operational skills
Basics of working with a text editor Learning the functions of a text editor, such as formatting text, inserting 

images, and creating tables
Mastering the simulation program Introduction to software for creating and analysing models

Information skills
Search and evaluation of scientific 
sources

Development of search strategies in scientific databases and assessment 
of the reliability of the information found

Data Analysis using Excel Using Excel to collect, process, and visualise data

Communication skills
Maintaining a scientific blog Creating and maintaining a blog to discuss the results of laboratory work.
Online conference on the results of 
projects Organisation and holding of online presentations of projects.

Critical thinking and 
problem-solving

Laboratory for virtual experiments Application of theoretical knowledge to solve practical problems.
Case study on problem-solving Analysis of real cases and development of solutions

Project management Planning and management of 
an ICT project Development of a project plan, including the allocation of tasks

Security and ethics in ICT
Digital Security Course Studying the principles of data protection and safe use of the Internet

Ethical dilemmas in ICT Discussion and analysis of ethical dilemmas

Table 1: Development of ICT competence in laboratory work (Source: Accepted from Kormakova et al.,2021; Wong & Daud, 2018)

Asare et al. (2023) argues that choosing between traditional 
and virtual laboratories in science education should be based 
on carefully considering the  educational goals and available 
resources. Traditional laboratories offer a rich and immersive 
hands-on experience, fostering a deeper connection to science, 
but can be resource intensive. Virtual laboratories, while 
providing accessibility and cost-efficiency, may lack sensory 
engagement and present technological challenges. A balanced 
approach, combining both traditional and virtual laboratories, 
can provide a comprehensive science education that leverages 
the strengths of each approach, catering to a broader range of 
student’s needs and circumstances.

According to Potkonjak et al. (2016), concepts such as distance 
learning and open universities are now becoming more widely 
used for teaching and learning within education. However, due 
to the  nature of the  subject domain, the  teaching of Science, 
Technology, and Engineering are still relatively behind when 
using new technological approaches (particularly for online 
distance learning). The reason for this discrepancy lies in the fact 
that these fields often require laboratory exercises to provide 
effective skill acquisition and hands-on experience. Often it is 
difficult to make these laboratories accessible for online access. 
Either the real lab needs to be enabled for remote access or it 
needs to be replicated as a fully software-based virtual lab.
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These examples show how utilizing traditional laboratory and 
virtual laboratory work, students can acquire ICT competence 
while mastering contemporary ICT and acquiring priceless 
skills for their future professional activities.
Based on the  study by Byukusenge, Nsanganwimana and 
Tarmo (2022), conceptual understanding is the  learning 
outcome that is enhanced most when using virtual labs. 
Virtual labs improve students’ motivation, self-efficacy, and 
attitudes toward learning biology topics. Virtual laboratories 
deserve the attention of researchers, teachers, and instructional 
designers due to their appealing nature as a means of actively 
involving students in safer and more cost-effective scientific 
inquiry. The  effectiveness of virtual labs, like any other 
instructional tool, may be significantly influenced by how they 
are used in the classroom. Moreover, according to a study by 
Benda,  Pavlik and Masner (2019), the  virtual laboratory or 
learning environment applied to a web interface is convenient 
even for students with mental disabilities. The acquisition of 
information and communication competence using ICT in 
laboratory work contributes not only to the increase in the level 
of education but also to the ability of students to successfully 
use new technologies in the future, in which the possession of 
ICT skills is one of the crucial factors.

Hypotheses
Based on the  objectives of the  study and the  findings 
of the  literature review, a  series of hypotheses were 
formulated to assess the  influence of ICT integration in 
laboratory work on the  development of students’ digital 
competencies. Each hypothesis addresses a  specific area 
of competence, including operational skills, information 
skills, communication skills, critical thinking and 
problem-solving abilities, project management skills, 
digital security awareness, and overall ICT competence.
Hypothesis 1: the  inclusion of tasks in laboratory work on 
the use of basic ICT tools, such as word processors (Microsoft 
Word, Google Docs), spreadsheets (Excel, Google Sheets), 
and presentation software (PowerPoint, Google Slides), 
does not lead to a  significant improvement in students’ 
operational skills.

Hypothesis 2: Encouraging students to use search engines 
(Google, Yandex) and educational resources on the  Internet 
(Coursera) to collect and analyse information within 
the  framework of laboratory work does not contribute to 
the development of their information skills.
Hypothesis 3: Regular completion of tasks requiring information 
exchange and collaboration in groups (Google Drive) and 
messengers (WhatsApp, Telegram) does not improve students’ 
communication skills in a digital environment.
Hypothesis 4: Involving students in solving practical 
problems and projects using online calculators and simple 
data visualisation programs (Google Sheets with a  chart 
function, Canva for creating infographics) does not contribute 
to the development of their critical thinking and problem-
solving skills.
Hypothesis 5: the  use of simple project and task 
management tools (Google Calendar) in laboratory work 
does not help students develop skills in planning and 
organising work on projects.
Hypothesis 6: the  inclusion in the  educational process of 
elements aimed at teaching the  basics of digital security 
(Norton Security) and ethics (etiquette of communication on 
the Internet, conscious use of content) does not help to raise 
students’ awareness of the  importance of these aspects in 
the digital environment.
Hypothesis 7: the use of ICT tools does not have a significant 
impact on the ICT competence of students.

MATERIALS AND METHODS
To analyse the  materials and results of the  study, several 
methods were employed. General scientific methods included 
a comparative analysis of pedagogical and scientific-methodical 
literature related to the  research topic. Sociological research 
methods involved conducting surveys among prospective 
physics, chemistry, and biology teachers, followed by 
comparison, classification, and analysis of the collected data. 
Additionally, empirical research methods were applied, such 
as implementing a  pedagogical experiment, using statistical 
techniques, and processing and analysing the obtained results.
The study examined the impact of ICT integration in laboratory 

Type of virtual laboratory Description Application

Interactive simulations
Virtual laboratories that allow students to 
interact with experimental parameters and 
observe changes in real-time.

The study of complex scientific concepts such as quantum 
mechanics, genetic mutations, and chemical reactions.

Virtual laboratory stands
Platforms offering virtual versions of real 
laboratory stands for conducting experiments 
using standard equipment and reagents.

The study of methods of working with equipment, the safety 
of laboratory research and techniques for performing 
experiments.

Process modelling
Tools for creating and testing models of 
biological, chemical, or physical processes 
through computer modelling.

Modelling of ecological systems, chemical reactions, and 
physical phenomena (fluid flow, particle dynamics).

3D labs and VR

The use of virtual reality technologies to create 
immersive laboratory environments that 
allow to interact with equipment and conduct 
experiments in 3D space.

Conducting complex or dangerous experiments that are 
difficult to implement in a real laboratory.

Online courses with 
laboratory work

Courses in natural sciences, including virtual 
laboratory work, providing both theoretical and 
practical skills.

Providing comprehensive training through videos, 
interactive tasks and simulations.

Table 2: Types of virtual laboratory work (Source: Accepted from Potkonjak et al., 2016).
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work on the  formation of ICT competence among students 
enrolled in three educational programs: biology, chemistry, and 
physics. Participants included third- and fourth-year students 
at Zhetysu University.

Participants
A  survey was conducted among students to assess their 
information and communication competence. The distribution 
of participants was out through random assignment to ensure 
comparability and minimize bias.
Biology (N = 48): The cohort was divided into control and 
experimental groups, each with 24 students.

Chemistry (N = 36): Participants were equally split, with 18 
students in each group.
Physics (N = 31): The experimental group had 16 students, 
while the control group consisted of 15 students.

Data Collection
A structured data collection process was developed to ensure 
the through and systematic gathering of information necessary 
for the  study. Data collection includes eight consecutive 
stages, each involving specific methods and tools tailored to 
the particular tasks at hand. The steps of data collection and 
analysis methods are shown in Figure 2.

Figure 2: Stages of data collection and analysis methods (Source: own)

As part of research conducted at the Higher School of Natural 
Sciences of Zhetysu University, students of the  educational 
program for pedagogical physics, biology, and chemistry were 
involved in the experiment. The purpose of the experiment was 
to assess the effect of the use of information and communication 
technologies (ICT) on the development of their information and 
communication competence, emphasizing the use of ICT during 
laboratory work rather than in the general learning process.
The participants were divided into two groups: the control group 
was trained according to the  traditional methodology, while 
the  experimental group actively used ICT during laboratory 
work. All participants’ initial level of ICT competence was 

assessed as below average through a survey conducted before 
the experiment. This survey revealed limited knowledge of ICT 
and insufficient use of technology in the educational process.
During the  experiment, the  experimental group students used 
various ICTs, including specialised data analysis software, online 
collaboration platforms, digital tools for visualising scientific 
concepts and interactive applications for conducting virtual 
laboratory experiments. This approach allowed students not 
only to gain a deeper understanding of natural sciences, but also 
to significantly improve their information and communication 
skills. At the end of the experimental period, a repeated survey 
was conducted to test the changes in ICT competence.
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Questionnaire Design
The study design provided for conducting a survey among all 
participants, as well as subsequent interviews with half of them, 
which allowed us to obtain both quantitative and qualitative data 
on their ICT competencies.
Based on the  work of Caluza et al. (2017), we compiled 36 
close-ended questions divided into six blocks representing 
the  following information and communication competencies: 
operating skills, information skills, communication skills, critical 
thinking and problem-solving skills, project management, and 
security and ethics in ICT skills described in Table 1.
The survey questions are presented in Appendix. We employed 
5-point Likert scale measuring respondents’ skills ranging from 
‘1 - very bad’ to ‘5 – very good’. The questionnaire was designed 
in Kazakh and distributed online as a  Google form between 
January 15 and February 3, 2024.

Interviews
In addition to the  questionnaire, interviews were conducted with 
57 students, which made it possible to explore their views and 
experiences of using ICT in more depth. The  interview consisted 
of a series of open-ended questions aimed at clarifying the practical 
application of ICT in the educational and daily activities of students. 
The  blocks of questions concerned all six skills. The  interview 
questions are presented in Appendix. This approach allowed not only 
to confirm the data obtained during the survey but also to expand 
the understanding of how students perceive their competence and 
what factors, in their opinion, contribute to or hinder its development.

RESULTS
We analysed the results in two levels. First, we present results of 
testing the influence of using various laboratory work elements 

on improving particular ICT competencies. Second, we analysed 
the results by student specialties and groups.

Survey Tool Reliability and Variance Analysis
To assess the  internal consistency of the  questionnaire, two 
reliability coefficients were used: the  Cronbach’s Alpha 
coefficient and the McDonald’s Omega coefficient. The choice 
of a dual approach is due to the fact that Cronbach’s Alpha is 
traditionally the  most common reliability indicator, which is 
based on the  assumption of equal loads of all scale elements 
on the  measured factor. Additionally, the  McDonald’s 
Omega was calculated, which is a more modern and accurate 
reliability indicator that takes into account possible differences 
in the  contribution of individual issues to the  overall result. 
The  calculation of McDonald’s Omega allows us to obtain 
a  more accurate assessment of the  internal consistency of 
the  scales, especially in the  presence of varying degrees of 
factor load between individual elements of the  questionnaire. 
Thus, the use of both coefficients provides a comprehensive and 
reasonable assessment of the reliability of the instrument.
The resulting Cronbach’s alpha value was 0.89, which indicates 
a  high internal consistency of the  scale and reliability of 
the  instrument used. According to generally accepted criteria, 
Cronbach’s alpha values above 0.7 are considered acceptable, 
and values above 0.8 indicate high reliability, α is found to be an 
appropriate index of equivalence and, except for very short tests, 
of the first-factor concentration in the test. (Cronbach, 1951). This 
suggests that the questionnaire has a sufficient degree of consistency 
for subsequent data analysis.
To identify statistically significant differences between 
the factors, a single-factor analysis of variance (ANOVA) was 
performed (Table 3).

The source of the variation SS df MS F P-Value F critical
Lines 421.38 114.00 3.70 9.67 5.21E-139 1.23
Columns 53.33 35.00 1.52 3.99 4.00E-14 1.43
Error rate 1524.82 3990.00 0.38
Total 1999.53
Cronbach’s Alpha 0.89

Table 3: the ANOVA results (Source: own calculation)

The analysis of the  variance showed that the  differences 
between the  groups (lines) are statistically significant: F(114, 
3990) = 9.67, p < 0.001. This indicates that there are significant 
differences in the  responses of respondents between different 
groups of participants or variables, which indicates the influence 
of experimental factors on the  results of the  study. Similarly, 
the  differences between the  columns (within the  groups) also 
turned out to be significant: F(35, 3990) = 3.99, p < 0.001, which 
emphasizes the  importance of individual factors in the overall 
model. The  residual variance (error) was 1524.82 with MS 
= 0.38, which reflects the level of random variability of the data. 
The  total sum of squares (SS) for all factors was 1999.53, 
which confirms a fairly wide range of variability of the studied 
data. Thus, the  high level of significance of the  factors and 
the high reliability of the tool confirm that the questionnaire has 
a sufficient degree of consistency.

The internal consistency of each block of the questionnaire 
was evaluated using McDonald’s Omega coefficient. 
The results are presented in Table 4. Based on commonly 
accepted standards, a  McDonald’s Omega value greater 
than 0.7 indicates acceptable reliability, while values 
exceeding 0.8 reflect very good internal consistency 
(McDonald, 1999). Most blocks demonstrated very good 
or good reliability, with Omega values ranging from 
0.77 to 0.83, confirming the  high internal consistency 
of the  scales. Only the  Communication block showed 
an  acceptable reliability level (Omega  =  0.67), which 
still meets the  minimum threshold for social science 
research instruments. The  lower Omega value observed 
for the Communication block may be due to the broader 
and more heterogeneous nature of the  skills assessed 
within this dimension.



ERIES Journal  
volume 18 issue 3

Printed ISSN 
2336-2375

167Electronic ISSN 
1803-1617

Block Name of Block Number of question McDonald’s Omega Result
1 Operating 6 0.83 Very good reliability
2 Information 6 0.81 Very good reliability
3 Communication 6 0.67 Acceptable reliability
4 Critical thinking and problem-solving 6 0.79 Good reliability
5 Project management 6 0.79 Good reliability
6 Security and ethics in ICT 6 0.77 Good reliability

Table 4: Results of McDonald’s Omega (Source: own calculation)

The analysis of internal consistency, conducted using both 
Cronbach’s alpha and McDonald’s Omega, confirmed 
the  reliability of the  developed questionnaire. The  obtained 
results indicate that the  instrument consistently measures 
the intended constructs and can be regarded as a reliable tool 
for subsequent research and educational applications.

Hypotheses Testing
The Mann-Whitney criterion was used for independent samples 
to test the hypotheses since the sample did not correspond to 
the assumption of a normal distribution and was not a random 
sample from the entire population. The Mann-Whitney test (or 
U-test) is a nonparametric method used to test the differences 
between two independent samples. It evaluates whether there 
are statistically significant differences between the medians of 
the two groups, and is useful when the data does not correspond 
to a normal distribution (Iuliano and Franzese, 2019).

Interpretation of Results of the  Mann-Whitney 
Test
The U-statistic is a numeric value that reflects the difference 
in the rank sums of the two samples. It serves as the basis for 
calculating other statistical indicators. In studies comparing 
two groups before and after an  experiment, U-statistic 
is an  essential tool for assessing the  differences between 
the distributions of responses in these groups.
The p-value reflects the probability of obtaining an observed 
or more extreme U-statistic if there are no real differences 
between the groups (the null hypothesis is correct). In scientific 
research, it is considered that the  difference is statistically 
significant if the p-value does not exceed 0.05.

The Z-value is a  standardized value that shows how far 
the U-statistic deviates from the average for a particular sample. 
The Z-value converts the U-statistic to a standard scale, which 
makes it possible to compare the results of various studies.
The R-value is an  indicator that characterizes the  strength 
of the  effect, reflecting the  degree of differences between 
the groups. It is calculated as the ratio of the Z-value to the root 
of the  total number of observations. The  R-value can take 
values from -1 to 1. The  closer it is to -1 or 1, the  stronger 
the effect. Values close to 0 indicate slight differences between 
the groups (Sheskin, 2000).

Results of the  Mann-Whitney U-Test of ICT 
Competence Skills
Table 4 presents the  Mann-Whitney U-Test results for 
data before and after the  surveys. The  study showed 
statistically significant differences between the  control 
and experimental groups before and after the  experiment 
for each value of ICT competence skills. These results 
indicate the  positive impact of the  use of ICT tools in 
the laboratory works on improving the ICT competence of 
students, which showed a significant improvement in ICT 
competence among the students of the experimental group.
It was noted that students not only improved their 
technical skills in dealing with ICT, but also developed 
the ability to think critically, analyse and interpret data, as 
well as improved their communication skills in a  digital 
environment. The  diagram shows the  assessment results 
of information and communication competencies before 
and after the  experiment, including the  control and 
experimental groups.

ICT Competence skills Group U-statistic P-value Z-value R-value Result

Operating
Control Group 1400.5 0.19 -1.27 -0.12 Accepted
Experimental Group 0.0 8.40e-21 -9.29 -0.86 Rejected

Information
Control Group 1323.0 0.108 -1.57 -0.15 Accepted
Experimental Group 0.0 1.09e-20 -9.25 -0.86 Rejected

Communication
Control Group 1487.0 0.433 -0.78 -0.073 Accepted 
Experimental Group 58.0 2.38e-19 -8.97 -0.83 Rejected

Critical thinking and 
problem-solving

Control Group 1473.0 0.387 -0.86 -0.08 Accepted 
Experimental Group 0.0 2.67e-20 -9.21 -0.86 Rejected

Project management
Control Group 1395.0 0.057 -1.85 -0.17 Accepted
Experimental Group 0.0 4.74e-20 -9.12 -0.86 Rejected

Security and ethics in ICT
Control Group 1354.5 0.033 -2.07 -0.19 Rejected
Experimental Group 0.0 4.85e-20 -9.12 -0.86 Rejected

Table 5: The results of the Mann-Whitney U-Test, alpha 0.05 (Source: own calculation)
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Table 5 shows significant differences between the control and 
experimental groups in various ICT competencies. P-value 
values of less than 0.05 indicate a rejection of the null hypothesis, 
which indicates the  presence of significant differences. 
The results on the competence ‘Security and ethics in the field 
of ICT’ in the control group are particularly interesting, where 
the p-value was 0.033, which is close to the threshold value. 
This may indicate that students from the  control group, in 
particular, students of the educational program in pedagogical 
physics, showed better results in issues related to the safety and 
ethics of using ICT. This conclusion is supported by a diagram 
showing that students from this program improved their results 
in this competence after the experiment (Figure 5).
For all ICT competence skills (operational skills, 
information skills, communication skills, critical thinking 
and problem solving, project management, safety and 
ethics in ICT), extremely low p-values were observed in 
the  experimental groups (from 8.40E−21 to 4.85E−20), 
indicating statistically significant differences between 
the  control group and experimental groups. The  values of 
the  Z-statistic for the  experimental groups range from -8.97 
to -9.29, which indicates significant deviations. The R-values 
for the experimental groups are -0.86 and close to this, which 
indicates a  strong negative correlation. The  study results 
demonstrate a statistically significant improvement in the ICT 
competence of students in the experimental groups compared 
with the control groups in almost all the crucial skills considered. 
Thus, the  conducted research confirms the  importance and 
necessity of integrating ICT into the  educational process 
to improve the  skills of future specialists in the  field of 
pedagogical sciences. A more detailed view of the results by 
student specialties is presented in the following text.

Experimental Results: Biology Program
Within the  framework of the  biology educational program, 

emphasis was placed on the  use of ICT to study biological 
data and conduct virtual experiments in the field of molecular 
biology, genetics and ecology. Students had the  opportunity 
to work with genome databases, conduct virtual laboratory 
studies and use specialised software to analyse environmental 
data. This allowed them not only to improve their information 
skills but also to develop an understanding of modern research 
methods in biology.
Figure 3 shows the  results of evaluating the  educational 
program’s information and communication competence for 
pedagogical biology students before and after participating 
in an experiment to integrate information and communication 
technologies into the laboratory works. ICT competence was 
assessed in six essential skills: operational skills, information 
skills, communication skills, critical thinking and problem-
solving, project management and ICT security, and ethics.
Operational skills: the experimental group showed an increase 
from 2.3 to 4.2, which indicates a significant improvement in 
the ability to use ICT tools and resources.
Information skills: the increase from 2.1 to 4.5 indicates that 
students have become much better at searching and processing 
information using ICT.
Communication skills: Grades increased from 2.5 to 4.7, 
reflecting an  improvement in students’ ability to share 
information and interact in the digital space.
Critical Thinking and Problem-solving: the  results show 
an  improvement from 2.4 to 4.6, which is one of the  most 
significant gains and highlights the strengthening of analytical 
abilities and problem-solving skills.
Project management: Here, the  experimental group’s 
performance improved from 2.0 to 4.3, noting progress in 
project planning, organisation and control.
ICT security and ethics: an  improvement from 2.1 to 4.4 
indicates a  higher level of understanding and application of 
the principles of security and ethics in the field of ICT.

Figure 3: Diagram of the Assessment Results of ICT Competence of Students in the Educational Program for Pedagogical Biology (Source: own)
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Experimental Results: Chemistry Program
Students of the educational program for pedagogical chemistry 
used ICT to simulate chemical reactions, study the  structure 
of molecules and conduct virtual chemical experiments. Using 
digital tools and software to visualise chemical processes 
has facilitated the  understanding of complex concepts and 
contributed to developing critical thinking. Virtual laboratories 
allowed students to experiment with various chemicals safely 
and study their properties and reactions, which contributed to 
the deepening of knowledge in the field of chemistry.
Figure 4 shows the results of assessing the information and 
communication competence of students of the  educational 
program for pedagogical chemistry before and after 
the experiment. The experiment aimed to assess the  impact 
of information and communication technologies in laboratory 
work. The data is grouped by the six essential skills.
Operational skills: the  student’s performance in 
the experimental group improved from 2.2 to 4.4, indicating 
a significant development of skills directly using ICT.

Information skills: the improvement from 2.1 to 4.6 reflects 
the  growth of students’ skills in finding, analysing and 
critically evaluating information.
Communication skills: an increase from 2.4 to 4.5 indicates 
an  improvement in students’ ability to communicate and 
interact effectively.
Critical Thinking and Problem-solving: the  score 
increased from 2.0 to 4.7, which is a  significant 
improvement in students’ ability to analyse situations and 
make informed decisions.
Project management: the  increase from 2.1 to 4.1 indicates 
an  improvement in skills in planning, organising and 
managing projects.
Project management: the increase from 2.1 to 4.1 indicates that 
students have significantly improved their ability to organize 
their work and manage time and resources effectively.
ICT Security and Ethics: the  improvement from 2.1 to 4.4 
demonstrates students’ increased understanding of security 
and ethical aspects in the field of ICT.

Figure 4: Diagram of the Assessment Results of ICT Competence of Students in the Educational Program for Pedagogical Chemistry (Source: own)

Experimental Results: Physics Program
Students of the educational program for pedagogical physics 
used ICT to model physical experiments and visualise complex 
physical processes. This allowed them not only to better 
understand the  fundamental physical laws and principles but 
also to learn how to explain these phenomena in an accessible 
language, which is extremely important for future teachers. 
The  use of interactive simulations and virtual laboratories 
helped to increase students’ interest in the subject and develop 
their analytical skills.
Figure 5 presents the  results of assessing various aspects of 
information and communication competence among students 
for pedagogical physics before and after the  experiment 
conducted as part of the  study. The  assessment of ICT 

competence was also divided into six skills. It shows that in 
each skill, students in the  experimental group significantly 
increased grades after the  experiment compared with their 
baseline level and with the results of the control group, which 
adhered to traditional teaching methods.
Operational skills: In the experimental group, the  skill level 
increased from 2.3 to 4.4, indicating a significant improvement 
in the ability to work with ICT.
Information skills: Here the improvement was from 2.1 to 4.5, 
demonstrating an increase in skills in finding, evaluating and 
using information.
Communication skills: the  score increased from 2.5 to 4.7, 
which is one of the  most considerable improvements and 
reflects the development of effective communication skills.
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Critical thinking and problem-solving: In this category, 
the  results increased from 2.3 to 4.5, emphasising 
the development of analytical abilities and the ability to solve 
complex problems.
Project management: the increase from 2.2 to 4.2 shows that 

students have improved at organising their work and managing 
time and resources.
ICT security and ethics: Here, the  improvement from 2.1 to 
4.4 indicates increased awareness of the importance of security 
and ethical standards in the field of ICT.

Figure 5: Diagram of the Assessment Results of ICT Competence of Students in the Educational Program for Pedagogical Physics (Source: own)

Results of the  Mann-Whitney U-Test of 
Educational Programs
Our results indicate that the  integration of ICT into 
the  laboratory work had a  significant positive impact 
on the  development of information and communication 

competence of students of educational programs of biology, 
chemistry, and physics. Improvements were seen in all ICT 
skills: operational skills, information skills, communication 
skills, critical thinking and problem solving, project 
management, ICT security and ethics (Table 6).

Educational program Group U-statistic P-value Z-value R-value Result

Pedagogical Biology
Control Group 259.5 0.55 -0.59 -0.08 Accepted

Experimental Group 0.0 2.09e-09 -5.94 -0.86 Rejected

Pedagogical Chemistry
Control Group 256.5 0.51 -0.65 -0.09 Accepted

Experimental Group 0.0 2.0e-09 -5.94 -0.86 Rejected

Pedagogical Physics
Control Group 234.5 0.254 -1.10 -0.16 Accepted

Experimental Group 0.0 2.0e-09 -5.94 -0.86 Rejected

Table 6: Results of Mann Whitney U-Test (Source: own)

In all educational programs (pedagogical biology, pedagogical 
chemistry and pedagogical physics), extremely low p-values are 
observed for experimental groups (on the order of 2.09E−09 and 
2.00E−09), which confirms statistically significant differences 
between the  control and experimental groups. High negative 
values of Z-statistic (-5.94 for all programs) indicate significant 
deviations, and R-values (-0.86 for experimental groups) indicate 
a  strong negative correlation. These data indicate a  significant 
impact of the intervention, which indirectly confirms the presence 
of a  large effect of magnitude. The  study results demonstrate 

statistically significant improvements in the  ICT competence 
of future teachers in the  experimental groups compared with 
the  control groups in all educational programs and essential 
skills considered. This allows us to confidently reject the  null 
hypothesis 7 and confirm the alternative hypothesis 7, according 
to which the introduction of ICT tools into the educational process 
positively affects the  formation of students’ ICT competence. 
Thus, the  study confirms the  importance and necessity of 
integrating ICT into laboratory works to improve the ICT skills 
of future specialists in the field of pedagogy of natural sciences.
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Results of the Interviews
The interview was conducted with the aim of a deeper analysis 
of the level of students’ ICT competencies and verification of 
the questionnaire data obtained. Through an open discussion 
with the  respondents, the  practical aspects of their use of 
ICT in educational activities were clarified. The  questions 
covered the  same key aspects as in the  questionnaire, such 
as operational, information, communication skills, critical 
thinking and problem solving, project management and digital 
security and ethics.
The results of the  responses showed that the  data obtained 
largely coincided with the results of the questionnaire survey, 
confirming the  average and below average level of ICT 
competencies among most students. Students demonstrated 
confidence in using basic ICT tools, but often faced difficulties 
in solving more complex tasks such as data processing and 
Internet security.

DISCUSSION
Kormakova et al. (2021) and Wong and Daud (2018) explore 
the essential skills required by teachers, highlighting the impact of 
these competencies on teaching efficacy and student engagement. 
Conversely, for example, the study by Maende and Opiyo (2014) 
examines the broader structural and systemic elements involved 
in deploying ICT in education nationally. This analysis details 
the critical roles of various stakeholders, including government 
entities and policy frameworks, emphasising a comprehensive 
and cooperative approach crucial for effectively integrating ICT 
in educational infrastructures.
The Teachers’ Digital Competence Frameworks by 
Kiryakova and Kozhuharova (2024) and the ICT Competence 
Framework for Higher Education (UNESCO, 2018), both 
emphasise the  development of essential digital skills for 
effective technology integration in teaching. Frameworks like 
DigCompEdu (Redecker, 2017) focus on areas such as digital 
literacy, pedagogical application, and digital citizenship, 
while the  Kazakhstani framework additionally stresses self-
efficacy, attitudes towards ICT, and institutional infrastructure. 
These frameworks informed the structure of the present study, 
particularly in selecting key competence areas for evaluation. 
The  study’s findings confirm that targeted ICT integration 
supports the  development of operational, informational, and 
communication skills, aligning with the  priorities outlined 
in the  frameworks. Furthermore, the  role of institutional 
support identified in the Kazakhstani context was reflected in 
the  results, reinforcing the  need for comprehensive training 
programs and supportive policies.
The decision not to use other standardised surveys was based on 
the fact that they did not consider the requirements for measuring 
the specific six ICT skills we sought to evaluate. In the study by Caluza 
et al. (2017), the survey on the assessment of ICT competencies of 
public-school teachers was divided into two domains: Technology 
Operations and Concepts and Pedagogical Indicators. The division 
of questions into blocks for all ICT skills ensured focus and accuracy 
in the assessment, allowing for a  thorough examination of every 
aspect of ICT competence. This facilitated the analysis, making it 
possible to study in-depth the strengths and weaknesses of learning 
in each specific area of ICT.

The survey elements used in this study were tested for 
compliance and reliability using Cronbach’s alpha coefficient 
of 0.89. Furthermore, McDonald’s Omega coefficient 
was computed, yielding similarly high results and further 
supporting the  internal consistency of the  questionnaire. 
The  high reliability indices indicate that the  questionnaire 
items are well interconnected. Thus, it allows us to confidently 
use this questionnaire to research further and assess students’ 
ICT competence.
Only physics pedagogical students (N = 126) participated in 
the study by Firmansyah et al. (2020). We tested three different 
pedagogical specialties (N = 115). In both studies, there were 
samples from only one institution. In a  follow-up study, we 
would like to conduct research at other universities, possibly 
from different countries, to compare the results.
The study’s findings highlighted the importance of integrating 
various ICT tools into laboratory work to enhance future 
teachers’ digital competencies. Students also recognised 
the  potential benefits of incorporating virtual laboratories 
into the learning process, highlighting a promising direction 
for the future development of ICT integration in education. 
The  advantages of a  virtual laboratory over a  physical 
one, regardless of whether the  latter is used for on-site 
or remote work. Advantages include savings benefits, 
flexibility, multiple access points, manageable changes to 
system configuration, damage resistance, and the ability to 
make the unseen visible. Expected advances and emerging 
trends lie in the area of alternative input and output devices 
for virtual worlds (e.g., haptic/force feedback, motion 
sensing, stereoscopic displays). The  advent of consumer-
level immersive VR headsets (e.g., Oculus Rift) may also 
have implications for the  field. Implementing immersive 
education, distance learning, and virtual worlds open up 
significant questions in pedagogy and the design of effective 
learning experiences (Brabec et al., 2024; Potkonjak et 
al., 2016). As a  further study, we can take a  course not 
only on the  use of ICT tools during laboratory work but 
also on the  introduction and use of virtual laboratories in 
the  educational process, which can also positively affect 
the formation of ICT competence of future teachers.

Limitations
Several limitations need to be considered. First, we selected 
respondents from only one university, so the  sample was not 
representative enough to generalise the conclusions. On the other 
hand, our research describes the path we want to take in the future 
and can become an inspiration for other researchers. Follow-up 
studies should create a sample from multiple institutions in one 
or more countries with similar educational systems (e.g., CIS or 
CEE countries) while aiding the data from interviews and test 
results. This should help to reduce the bias resulting from self-
reported data and common-method variance (CMV) that might 
artificially inflate relationships among study variables (Sharma, 
Yetton, and Crawford, 2009).
Virtual labs in science education have emerged as a  viable 
and potentially transformative alternative to traditional hands-
on laboratory experiences. Even though every strategy has 
advantages and disadvantages of its own, the  best option 
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should be determined by the  limits, resources, and particular 
learning objectives. Virtual labs are instrumental in scenarios 
where traditional labs are not feasible since they can improve 
accessibility, scalability, and cost-efficiency (Asare et al., 
2023). This confirms the  relevance of research and can also 
contribute to the formation of ICT competence among students 
of pedagogical specialties.

CONCLUSION
The findings confirm the  pivotal role of ICT in enhancing 
students’ communication skills, improving laboratory 
interactions, and boosting motivation. However, challenges 
such as unequal access to technology and the need for extensive 
teacher training persist. Integrating ICT into the  education 
system has emerged as a  crucial element in improving 
the  pedagogical landscape, particularly in training future 
teachers in the field of natural sciences. This research highlights 
the  transformative potential of ICT in the  development 
of information and communication competencies among 
aspiring teachers, demonstrating a  marked improvement 
in these competencies through the  innovative use of ICT in 
the laboratory.
Empirical data collected during the  research demonstrate 
a  positive correlation between the  integration of ICT and 
the  improvement of information and communication 
competencies. Students who have used ICT tools in laboratory 
work demonstrated excellent operational, information, 
communication skills, and critical thinking. These findings 
not only advocate for the  inclusion of ICT in the curriculum 
but also highlight the need for educational institutions to re-
evaluate and adapt their teaching strategies to train teachers 
who can navigate the digital landscape.
In conclusion, the advent of ICT represents a pivotal shift in 

educational methodologies, particularly within the  natural 
sciences. Our research confirms the  positive impact of 
integrating ICT on the  development of future teachers’ 
competencies and serves as a catalyst for further investigation 
into innovative pedagogical approaches.
Future research should be directed toward several key 
areas that build upon the  findings of this study. First, it is 
important to assess the long-term impact of ICT integration 
on the  professional training and career development of 
graduates, examining how the  skills acquired during their 
studies influence their future success. In addition, further 
research should analyse the  ways in which ICT transforms 
traditional teaching methods, identifying which innovations 
are most effective across different educational settings. 
Another important direction involves determining the  most 
suitable ICT tools and pedagogical strategies for various 
learning environments, including online, blended, and 
traditional classroom formats. Finally, there is a  need to 
develop, implement, and test new pedagogical approaches 
and ICT solutions aimed at enhancing the quality of education 
and improving educational interactions. Addressing these 
areas will contribute to a deeper understanding of the role of 
ICT in modern education and support the  creation of more 
effective, adaptive learning environments.

ACKNOWLEDGEMENT
The results and knowledge included here have been obtained 
owing to support from the following grants – Internal grant 
agency of the Faculty of Economics and Management, Czech 
University of Life Sciences Prague, grant no. (IGA FEM) – 
grant no. 2023A0010. This work was also supported by the 
EC’s Horizon Europe funding in the project CODECS, grant 
no. 101060179.

REFERENCES

Alemu, B. M. (2015) ‘Integrating ICT into Teaching-Learning Practices: 
Promise, Challenges and Future Directions of Higher Educational 
Institutes’, Universal Journal of Educational Research Vol. 3, No. 
3, pp. 170–89. https://doi.org/10.13189/ujer.2015.030303 

Alférez-Pastor, M., Collado-Soler, R., Lérida-Ayala, V., Manzano-León, 
A., Aguilar-Parra, J. M. and Trigueros, R. (2023) ‘Training Digital 
Competencies in Future Primary School Teachers: A Systematic 
Review’, Education Sciences, Vol. 13, No. 5, pp. 461. https://doi.
org/10.3390/educsci13050461 

Anastasopoulou, E., Katsonis, N., Stavrogiannopoulou, M., Travlou, 
C., Mitroyanni, E. and Tsogka, D. (2024) ‘The Role of ICT in 
Enhancing Modern Teaching Practices in Elementary Schools’, 
Technium Social Sciences Journal, Vol. 60, pp. 38–45. https://doi.
org/10.47577/tssj.v60i1.11440 

Asare, S., Amoako, S., Biilah, D. and Apraku, T. (2023) ‘The use of 
virtual labs in science education: A comparative study of traditional 
labs and virtual environments’, International Journal of Science 
Academic Research, Vol. 4, No. 11, pp. 6563–6569.

Benda, P., Pavlík, J. and Masner, J. (2019) ‘Practical Education of Adults 
with Intellectual Disabilities Using a Web Course’, Problems of 
Education in the 21st Century, Vol. 77, No. 4, pp. 463–77. https://
doi.org/10.33225/pec/19.77.463 

Bogachkov, Y. M., Ukhan, P. S. and Yutsevych, I. S. (2019) 
‘Competency Concepts Analysis in the System of Computer 
Modeling of Educational Tasks’, Information Technologies 
and Learning Tools, Vol. 69, No. 1, pp. 37–53. https://doi.
org/10.33407/itlt.v69i1.2631 

Brabec, M., Benda, T., Benda, P., Šimek, P., Havránek, M. and 
Lohr, V.  (2024) ‘Developing a Functional User Interface for 
VR Simulations within Agricultural Equipment Contexts’, 
Agris On-Line Papers in Economics and Informatics, Vol. 16, 
No. 1, pp. 15–22. https://doi.org/10.7160/aol.2024.160102 

Byukusenge, C., Nsanganwimana, F. and Tarmo, A. P. (2022) 
‘Effectiveness of Virtual Laboratories in Teaching and 
Learning Biology: A Review of Literature’, International 
Journal of Learning, Teaching and Educational Research, 
Vol. 21, No. 6, pp. 1–17. https://doi.org/10.26803/ijlter.21.6.1 

Caluza, L. J. B., Verecio, R. L., Funcion, D. G. D., Quisumbin, 
L. A., Gotardo, M. A., Laurente, M. L. P., Cinco, J. C. and 
Marmita, V.  (2017) ‘An Assessment of ICT Competencies 
of Public School Teachers: Basis for Community Extension 
Program’, IOSR Journal of Humanities and Social Science, 
Vol. 22, No. 03, pp. 01–13. https://doi.org/10.9790/0837-
2203040113 

https://doi.org/10.13189/ujer.2015.030303
https://doi.org/10.3390/educsci13050461
https://doi.org/10.3390/educsci13050461
https://doi.org/10.47577/tssj.v60i1.11440
https://doi.org/10.47577/tssj.v60i1.11440
https://doi.org/10.33225/pec/19.77.463
https://doi.org/10.33225/pec/19.77.463
https://doi.org/10.33407/itlt.v69i1.2631
https://doi.org/10.33407/itlt.v69i1.2631
https://doi.org/10.7160/aol.2024.160102
https://doi.org/10.26803/ijlter.21.6.1
https://doi.org/10.9790/0837-2203040113
https://doi.org/10.9790/0837-2203040113


ERIES Journal  
volume 18 issue 3

Printed ISSN 
2336-2375

173Electronic ISSN 
1803-1617

Cronbach, Lee J. (1951) ‘Coefficient Alpha and the Internal Structure 
of Tests’, Psychometrika, Vol. 16, No. 3, pp. 297–334. https://
doi.org/10.1007/BF02310555

Firmansyah, R. O., Hamdani, R. A. and Kuswardhana, D. (2020) 
‘The Use of Smartphone on Learning Activities: Systematic 
Review’, IOP Conference Series: Materials Science and 
Engineering, Vol. 850, No. 1, pp. 012006. https://doi.
org/10.1088/1757-899x/850/1/012006 

Ghavifekr, S. and Rosdy, W. A.W. (2015) ‘Teaching and Learning 
with Technology: Effectiveness of ICT Integration in Schools’, 
International Journal of Research in Education and Science, 
Vol. 1, No. 2, 175. https://doi.org/10.21890/ijres.23596 

Hladun, T. (2020) ‘The use of ICT (information and communication 
technology) in the study of natural sciences by masters of higher 
educational institutions’, Journal of Education, Health and 
Sport, Vol. 10, No. 11, pp. 382–387. https://doi.org/10.12775/
jehs.2020.10.11.038 

Huamán-Romaní, Y. L., Carrasco Choque, F., Maquera-Flores, E. 
A., Lázaro Guillermo, J. C. and Kuaquira Huallpa, F. (2022) 
‘Level of Digital Teaching Competence on the Verge of the Post 
Pandemic’, International Journal of Emerging Technologies 
in Learning (iJET), Vol. 17, No. 14, pp. 187–204. https://doi.
org/10.3991/ijet.v17i14.31039 

Iuliano, A. and Franzese, M. (2019) ‘Introduction to biostatistics’, 
in Ranganathan, S., Gribskov, M., Nakai, K. and Schönbach, 
C. (eds.) Encyclopedia of bioinformatics and computational 
biology. Oxford: Academic Press, pp. 648–671.

Kabdualiyev, D., Aldabergenova, A., Ulman, M. and Motyčková, V. 
(2023) ‘Formation of digital competence of lecturers and future 
teachers at a regional university’, SCIEMCEE, pp. 981–990. 
https://doi.org/10.33543/q.2023.13 

Kiryakova, G. and Kozhuharova, D. (2024) ‘The Digital Competences 
Necessary for the Successful Pedagogical Practice of Teachers 
in the Digital Age’, Education Sciences, Vol. 14, No. 5, 507. 
https://doi.org/10.3390/educsci14050507 

Klara, B. and Alamash, T. (2023) ‘Technological and Methodological 
Aspects of the Formation of Digital Competencies of Future 
Teachers in the Republic of Kazakhstan’, Information 
Sciences Letters, Vol. 12, No. 12, pp. 2379–2395. https://doi.
org/10.18576/isl/121202 

Kopeyev, Z., Mubarakov, A., Kultan, J., Aimicheva, G. and 
Tuyakov, Y. (2020) ‘Using a Personalized Learning Style and 
Google Classroom Technology to Bridge the Knowledge Gap 
on Computer Science’, International Journal of Emerging 
Technologies in Learning (iJET), Vol. 15, No. 02, 218–229. 
https://doi.org/10.3991/ijet.v15i02.11602 

Kormakova, V., Klepikova, A., Lapina, M. and Rugel, J. (2021) ‘ICT 
competence of a teacher in the context of digital transformation 
of education’, CEUR Workshop Proceedings, 2914, pp. 138–150.

Kumar, L. (ed.) (2024) Use and utility of modern technology in 
learning and teaching. Dewas, M.P.: Govt. College Pipalarwan. 
ISBN 978-93-94945-60-9.

Lawrence, J. E. and Tar, U. A. (2018) ‘Factors That Influence 
Teachers’ Adoption and Integration of ICT in Teaching/
Learning Process’, Educational Media International, Vol. 55, 
No. 1, pp. 79–105. https://doi.org/10.1080/09523987.2018.14
39712 

Maende, J. B. and Opiyo, D. O. (2014) ‘Mainstreaming ICT in 
education: A step towards sustainable national ICT competency 
framework for teachers (ICTCFT)’, International Journal of 
Management Research and Reviews, Vol. 4, No. 5, pp. 557–563.

Manashova, G. N., Shkutina, L. A., Mirza, N. V., Beisenbekova, G. B. and 
Jabayeva, G. N. (2021) ‘Practice-Oriented Teaching in Preparing 
Future Teachers-Psychologists for Professional Activity’, Journal of 
Intellectual Disability - Diagnosis and Treatment, Vol. 9, No. 5, pp. 
468–482. https://doi.org/10.6000/2292-2598.2021.09.05.6 

Matviyevskaya, E. G., Tavstukha, O. G., Galustyan, O. V., Ignatov, P. 
A. and Miroshnikova, D. V. (2019) ‘Formation of Information and 
Communication Competence of Future Teachers’, International 
Journal of Emerging Technologies in Learning (iJET), Vol. 14, No. 
19, 65. https://doi.org/10.3991/ijet.v14i19.10990 

McDonald, R.P. (1999) Test theory: A unified treatment. Mahwah, NJ: 
Lawrence Erlbaum Associates.

Nurzhanova, S., Stambekova, A., Zhaxylikova, K., Tatarinova, G., 
Aitenova, E. and Zhumabayeva, Z. (2023) ‘Investigation of Future 
Teachers’ Digital Literacy and Technology Use Skills’, International 
Journal of Education in Mathematics, Science and Technology, Vol. 
12, No. 2, pp. 387–405. https://doi.org/10.46328/ijemst.3826 

OECD (2018) The future of education and skills: Education 2030. Paris: 
OECD. Available at: http://www.oecd.org/education/2030/oecd-
education-2030-position-paper.pdf 

Government of the Republic of Kazakhstan (2018) Resolution of the 
Government of the Republic of Kazakhstan № 846 dated December 
20, 2018. ‘Adilet’ Legal Information System. Available at: https://
adilet.zan.kz/eng/docs/P1800000846 

Potkonjak, V., Gardner, M., Callaghan, V., Mattila, P., Guetl, C., Petrović, 
V. M. and Jovanović, K. (2016) ‘Virtual Laboratories for Education 
in Science, Technology, and Engineering: A Review’, Computers 
& Education, Vol. 95, pp. 309–327. https://doi.org/10.1016/j.
compedu.2016.02.002 

Redecker, C. (2017) European framework for the digital competence of 
educators: DigCompEdu. Luxembourg: Publications Office of the 
European Union. Available at: https://publications.jrc.ec.europa.eu/
repository/handle/JRC107466 

Sergeeva, O. V., Zheltukhina, M. R., Sizova, Z. M., Ishmuradova, A. 
M., Khlusyanov, O. V. and Kalashnikova, E. P. (2024) ‘Exploring 
pre-service teachers’ ICT competence beliefs’, Contemporary 
Educational Technology, Vol. 16, No. 2, ep500. https://doi.
org/10.30935/cedtech/14331 

Sharma, R., Yetton, P. and Crawford, J. (2009) ‘Estimating the Effect of 
Common Method Variance: The Method—Method Pair Technique 
with an Illustration from TAM Research’, MIS Quarterly, Vol. 33, 
No. 3, pp. 473–90. https://doi.org/10.2307/20650305 

Sheskin, D. J. (2000) Handbook of parametric and nonparametric 
statistical procedures. 2nd edn. Boca Raton, FL: Chapman & Hall/
CRC.

Silva-Quiroz, J. and Morales-Morgado, E. M. (2022) ‘Assessing Digital 
Competence and Its Relationship with the Socioeconomic Level of 
Chilean University Students’, International Journal of Educational 
Technology in Higher Education, Vol. 19, No. 1. https://doi.
org/10.1186/s41239-022-00346-6 

Stolze, A., Sailer, K. and Gillig, H. (2018) ‘Entrepreneurial mindset as a 
driver for digital transformation – a novel educational approach from 
university–industry interactions’, in Proceedings of the International 
Conference on Innovation and Entrepreneurship. Reading: Academic 
Conferences International Limited, pp. 806–821.

Sutherland, R., Armstrong, V., Barnes, S., Brawn, R., Breeze, N., Gall, 
M., Matthewman, S., Olivero, F., Taylor, A., Triggs, P., Wishart, 
J. and John, P. (2004) ‘Transforming Teaching and Learning: 
Embedding ICT into Everyday Classroom Practices’, Journal of 
Computer Assisted Learning, Vol. 20, No. 6, pp. 413–25. https://doi.
org/10.1111/j.1365-2729.2004.00104.x 

https://doi.org/10.1007/BF02310555
https://doi.org/10.1007/BF02310555
https://doi.org/10.1088/1757-899x/850/1/012006
https://doi.org/10.1088/1757-899x/850/1/012006
https://doi.org/10.21890/ijres.23596
https://doi.org/10.12775/jehs.2020.10.11.038
https://doi.org/10.12775/jehs.2020.10.11.038
https://doi.org/10.3991/ijet.v17i14.31039
https://doi.org/10.3991/ijet.v17i14.31039
https://doi.org/10.33543/q.2023.13
https://doi.org/10.3390/educsci14050507
https://doi.org/10.18576/isl/121202
https://doi.org/10.18576/isl/121202
https://doi.org/10.3991/ijet.v15i02.11602
https://doi.org/10.1080/09523987.2018.1439712
https://doi.org/10.1080/09523987.2018.1439712
https://doi.org/10.6000/2292-2598.2021.09.05.6
https://doi.org/10.3991/ijet.v14i19.10990
https://doi.org/10.46328/ijemst.3826
http://www.oecd.org/education/2030/oecd-education-2030-position-paper.pdf
http://www.oecd.org/education/2030/oecd-education-2030-position-paper.pdf
https://adilet.zan.kz/eng/docs/P1800000846
https://adilet.zan.kz/eng/docs/P1800000846
https://doi.org/10.1016/j.compedu.2016.02.002
https://doi.org/10.1016/j.compedu.2016.02.002
https://publications.jrc.ec.europa.eu/repository/handle/JRC107466
https://publications.jrc.ec.europa.eu/repository/handle/JRC107466
https://doi.org/10.30935/cedtech/14331
https://doi.org/10.30935/cedtech/14331
https://doi.org/10.2307/20650305
https://doi.org/10.1186/s41239-022-00346-6
https://doi.org/10.1186/s41239-022-00346-6
https://doi.org/10.1111/j.1365-2729.2004.00104.x
https://doi.org/10.1111/j.1365-2729.2004.00104.x


Printed ISSN 
2336-2375

174 ERIES Journal  
volume 18 issue 3

Electronic ISSN 
1803-1617

Tomczyk, Ł., Fedeli, L., Włoch, A., Limone, P., Frania, M., Guarini, 
P., Szyszka, M., Mascia, M. L. and Falkowska, J. (2023) ‘Digital 
Competencies of Pre-Service Teachers in Italy and Poland’, 
Technology, Knowledge and Learning, Vol. 28, No. 2, pp. 651–
81. https://doi.org/10.1007/s10758-022-09626-6 

Ualikhanova, A. (2023) ‘Kazakhstan to become new regional 
academic hub, says Minister of Science and Higher Education’, 
The Astana Times, 19 May. Available at: https://astanatimes.
com/2023/05/kazakhstan-to-become-new-regional-academic-
hub-says-minister-of-science-and-higher-education/ (Accessed: 
19 May 2024)

UNESCO (2018) UNESCO ICT competency framework for teachers. 
3rd edn. Paris: UNESCO. ISBN 978-92-3-100285-4.

Wong, A. Y. and Daud, K. (2018) ‘ICT Competencies among School 
Teachers: A Review of Literature’, Journal of Education and 
Learning (EduLearn), Vol. 12, No. 3, pp. 376–381. https://doi.
org/10.11591/edulearn.v12i3.5579

Zhaukumova, Sh., Khanina, N. and Tleuzhanov, G. (2021) 
‘Forming communicative competence of future primary 
school teachers’, Bulletin of the Karaganda University. 
Pedagogy Series, Vol. 102, No. 2, pp. 63–70. https://doi.
org/10.31489/2021ped2/63-70

APPENDIX

SURVEY QUESTIONS
The assessment in the  submitted questionnaire is based on a  5-point Likert scale, where:  
1 – ‘very bad’, 2 – ‘unsatisfactory’, 3 – ‘satisfactory’/’neutral’, 4 – ‘good’, 5 – ‘very good’.

Block 1. Operational skills
1. How do you rate your text formatting skills in a text editor?
2. How confident can you insert images and create tables in text documents?
3. Evaluate your level of familiarity with the functions of a text editor for creating professionally designed documents.
4. How often do you use modelling software in educational or research projects?
5. How well do you understand the principles of the modelling program?
6. How do you assess your ability to quickly master new functions in specialised software?

Block 2. Information skills
1. How do you rate your skills in searching scientific sources in databases?
2. How effectively can you assess the reliability of scientific information?
3. How often do you use Excel to analyse data?
4. Evaluate your ability to visualise data using Excel.
5. How well can you organise and analyse large amounts of data?
6. What is your confidence level in using advanced Excel functions for data processing?

Block 3. Communication skills
1. How do you rate your science blogging skills?
2. How well do you know how to discuss and present the results of laboratory work in a blog?
3. How often do you organise online conferences to present projects?
4. Evaluate your ability to effectively interact with the audience during online presentations.
5. How well do you know how to use digital collaboration tools?
6. How do you assess your ability to adapt communication styles for different platforms?

Block 4. Critical thinking and problem-solving
1. How often do you apply theoretical knowledge in virtual laboratories?
2. How successfully do you solve practical problems using virtual experiments?
3. How do you rate your skills in analysing real cases?
4. How effectively do you develop solutions to complex problems?
5. How often do you use analytical thinking to solve problems?
6. Evaluate your ability to think innovatively in difficult situations.

Block 5. Project management
1. How do you rate your ICT project planning skills?
2. How successfully do you allocate tasks and resources in projects?
3. How often do you participate in project management?
4. Evaluate your ability to coordinate the activities of the team within the framework of projects.
5. How well do you handle time management in projects?
6. How do you assess your ability to adapt to changes and surprises during the course of the project?
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Block 6. Security and ethics in the field of ICT
1. How do you assess your knowledge of the principles of digital security?
2. How well do you understand the laws and regulations governing data protection?
3. How often do you update your data security software?
4. How well are you aware of the methods of preventing cyber-attacks?
5. How do you assess your ability to conduct security training for other users?
6. How often do you face ethical dilemmas in ICT and how do you solve them?

INTERVIEW QUESTIONS
1. Operational skills:

•	 Can you tell us how you usually work with text editors (for example, Microsoft Word or Google Docs)? What functions 
do you use most often?

•	 Describe how you create tables and work with data in spreadsheets (for example, Excel, Google Sheets). What types of 
data are you processing?

•	 What types of presentation software have you worked with? How do you structure information in your presentations?
2. Information skills:

•	 How do you search and evaluate the reliability of information on the Internet or in scientific databases?
•	 Can you tell us about your experience in data processing (for example, in laboratory work)? What tools have you used for 

data analysis?
3. Communication skills:

•	 How do you use digital platforms for communication and collaboration (for example, social networks, messengers, online 
conference tools)?

•	 Can you describe how you presented your work or projects on digital platforms? What problems have you encountered 
while doing this?

4. Critical thinking and problem-solving skills:
•	 Describe a case where you needed to solve a practical problem using ICT. What tools did you use and how did you come 

to a decision?
•	 How do you approach information analysis and decision-making based on data obtained from digital sources?

5. Project management skills:
•	 How do you organize your work in the framework of projects using ICT? What tools do you use to plan and distribute 

tasks?
•	 How do you coordinate the work of the team or your tasks within the framework of training projects?

6. Security and ethics in ICT:
•	 How do you protect your personal data and project data on the Internet? What security measures do you take?
•	 What ethical aspects of using ICT are important to you, and have you faced ethical dilemmas when working with 

information technology?
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